NHO®OPMAIIMOHHASA MTAMATKA
JJISA OBYHYAIOIUXCA 1J1AA PASMEIIEHUSA
HA OOUIINAJIBHBIX HHTEPHET-PECYPCAX

C xaXI1bIM TOZ0M MOJIOZICKH B UHTEPHETE CTAHOBUTHCS OOJIbINE, a IIKOJIBHUKH OJTHU U3
CaMbIX aKTUBHBIX I10Jb30Bareneil Pynera. Mexy TemM, IOMHMO OTPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, MHTEPHET HECET U MpoOIeMbl. DTa namsTKa JODKHA IIOMOYb Tebe 6e301acHo
HaXOJIUThCS B CETH.
KomnbrotrepHbie BUpPYCHI
KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIbIOTEPHBIX IPOTPaMM, OTIIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCSI CIIOCOOHOCTH K pa3MHOKEHHIO. B omoTHeHNne K 3 TOMY,
BUPYCBHI MOT'YT IOBPEIUTH WIH MOTHOCTHIO YHHUTOXHUTH BCe (hailibl U TaHHBIE,
[IOJIKOHTPOJIbHBIE TI0JIB30BATEI0, OT UMEHU KOTOPOTro Oblla 3amylleHa 3apakeHHas [iporpamma,
a TaKk)Ke MOBPEIUTh WIH JaXKe YHHUTOXHUTD OTIEPAIMOHHYIO CUCTEMY CO BCeMH (hailiiamu B
nesoM. B GonbIIMHCTBE cilyyaeB paclpoCTPaHAIOTCS BUPYChI Yepe3 HHTEPHET.

MeToabI 321IMTHI OT BPEIOHOCHBIX IPOrPaMM:
1. Ucnionb3yil coBpeMeHHbIE ONEPAlMOHHbIE CUCTEMBI, UMEIOLINE CEPbe3HbI YPOBEHB 3aIUTHI
OT BPEIOHOCHBIX IPOTPaMM;
2. IlocTtosiHHO ycTaHaB/IMBal nauTy (U(POBbIE 3aIUIaTKH, KOTOPbIE aBTOMaTHUECKU
YCTaHABIIMBAIOTCA C LEJIbIO IOPa0OTKH MPOTrpaMMBbl) U Apyrue oOHOBJIEHUS CBOEH
OTIeparMoHHON crcTeMbl. CKauMBai X TOJIBKO ¢ OPHUIHMAILHOTO caiita pa3padorunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKJIIOUH €T0;
3. Pa0oraii Ha cBOeM KOMIIbIOTEpE 1101 IPaBaMU I10JIb30BaTeNs, @ HE aIMUHUCTpaTopa. DTO He
HO3BOJIMUT OOJBIIMHCTBY BPEIOHOCHBIX TPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM I1€PCOHAIEHOM
KOMIIBIOTEPE;
4. Vcnionb3yii aHTUBUPYCHBIE IPOIPAMMHBIE TPOIYKThI U3BECTHBIX TPOU3BOJUTEIIEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;
5. Orpanuub pU3NUECKHUI JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;
6. Mcnonp3yil BHEIIHNE HOCUTENH HH(OPMALINHY, TaKUE Kak (iemika, JUCK Win (aidi u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;
7. He oTKpbIBail KOMIIbIOTEpHBIE (haiiibl, HOTYyYEHHBIE U3 HEHA/IEKHBIX UICTOYHUKOB. Jlaxke Te
Gaiinbl, KOTOpbIE MpUCIAT TBOIM 3HAKOMBIN. JIyyllle yTouyHH y HETO, OTHPABJISUI JIU OH TeOe UX.
Cern WI-FI
Wi-Fi - aT0 He BuI nepeiaun JaHHBIX, HE TEXHOJIOTHS, & BCEro JIIIb OpeHn, Mapka. Eme B 1991
rojly HUJepiaHJcKas KoMnanus 3aperucrpuposaia 6pens "WECA", yto o6o3Hauano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoguTCs Kak "0ecrpoBoiHast TOYHOCTH .
Jlo Hamiero BpeMeHHU jo1uia apyras abopeBuarypa, KoTopas sBJISETCs] TAKOU e TEXHOJIOTUeH.
D10 abbpeBuarypa "Wi-Fi". Takoe HazBanue ObUIO JaHO ¢ HAMEKOM Ha CTaHIAPT BBICIICH
3BykoBoil TexHuku Hi-Fi, uto B nepeBosie o3HauaeT "BbICOKasi TOYHOCTH".
Ja, 6ecrutaTHBI MHTEPHET-IOCTYI B Kade, OTeNAX U adporopTax ABJISIETCS OTIMYHON
BO3MOXHOCTBIO BBIXO/Ia B MUHTEpHET. Ho MHOTHE 3KCepThl CUUTAIOT, 4TO 001Ie10CcTynHbIe Wi-
Fi cetu He aBnsitoTCs 6€30MaCHBIMU.
CoBeTbI 110 0€30MACHOCTH PadOTHI B 00IIEAOCTYNHBIX ceTsix Wi-fi:

1. He mepenasaii cBoro nuunyro uHpopmaruio yepe3 odmenoctynubie Wi-Fi cetu. Paboras B
HUX, eJIaTeJIbHO He BBOJUTH MapOJIU JOCTYIIA, JIOTHHBI U KaKue-TO HOMepa;
2. Ucnonb3yit 1 0OHOBIISAN aHTUBUPYCHBIE IPOTpaMMBbI U OpaHaMayep. Tem caMbIM Thl
obe3omacuiib ce0s OT 3aKa4Ku BUPYyca Ha TBOE YCTPONCTBO;



3. IIpu ucnonp3oBanuu Wi-Fi orkmroun ¢pynkiuo "OO0muit qoctyn K ¢aiiyiaM 1 mpuHTepam".
Jannast GyHKIUS 3aKphITa [0 YMOTYAHHIO, OJTHAKO HEKOTOPBIE MOJIb30BATEIN aKTUBUPYIOT €€
JUTSL yI0OCTBa MCIIOJIB30BaHMSI B paboTe min yuebe;
4. He ucnionw3yii myOmmunsiii WI-FI 11t mepenaun TUYHBIX JaHHBIX, HAIPUMED JJIS BBIXOJA B
COLMAJIbHBIE CETH WM B DJICKTPOHHYIO I1OUTY;
5. Ucnonw3yit Tonpko 3amuiennoe coenunenne yepe3 HTTPS, a ne HTTP, T.e. mpu nabope
BeO-aapeca BBoau uMeHHO "https://";
6. B moOunsHOM Tenedone oTkimtoun pynkuuio "Tlogkmouenne k Wi-Fi aBromatudecku'. He
JIONYCKai aBTOMAaTHYeCKOro MOAKIIOYEeHHs yeTpoiicTBa k cetsM Wi-Fi 6e3 TBoero cormacwusi.
CounajbHble ceTH
ConmanbHbIE CETH aKTUBHO BXOJIAT B HAIILY KU3HB, MHOTHUE JIIOJM Pa0OTAIOT U KUBYT TaM
MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan MUILIAAP,T YEIIOBEK, YTO SIBJISICTCS OJTHOM
CebMOI BCeX KHUTENeH TuIaHeThl. MHOTHE MOJIb30BaTEIH HE TOHUMAIOT, YTO WH(POpMAIIHS,
pa3MeIeHHAas MU B COLIMATIBHBIX CETAX, MOXKET ObITh HalJIeHa U UCIIOIB30BaHA KEM YTOJTHO, B
TOM YHUCJIE€ HE 0053aTeNbHO ¢ OJIarMMH HAMEPEHHSIMH.

OcHoBHbIE COBETHI 10 0€30IACHOCTH B COLUATBHBIX CETAX:
1. Orpanuyb crucok Apy3ei. Y Tedst B Ipy3bsiX HE TOJDKHO OBITH CIYYalHBIX U HE3HAKOMBIX
JIIOJIEH
2. 3ammIaii CBOIO YaCTHYIO JKM3Hb. He yka3piBail mapoiu, TesnedoHbl, aapeca, 1aTy TBOETO
POXACHUS U IPYTYIO TUYHYIO HH(GOPMAIHIO. 3TOYMBIIUICHHUKH MOTYT MCIIOJIBb30BaTh JIaXke
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTEIH IUTAHUPYETE POBECTH KaHUKYJIBI;
3. 3amuiaii CBOIO pemyTalyio - JEP>KU €€ B YUCTOTE U 3a/1aBaiil cebe BoIpoc: XoTes Obl ThI,
YTOOBI APYyrUe MOIB30BATENN BUJIENH, YTO ThI 3arpyskaemib? [logymait, mpexae 4em 4To-To
OIyOJIMKOBATh, HAITUCATbh U 3aTPY3UTh;
4. Ecniu ThI TOBOPHUIIB C JIFOJIBMHU, KOTOPBIX HE 3HAEIIb, HE HCIIONB3YH CBOE peajbHOE UMS U
JPYTyIo JUUHYIO0 HH(GOPMALUU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eObl U poYee;
5. N36eraii pazmemenus Gororpaduii B iuTepHere, r/1e Thl H300pa’keH Ha MECTHOCTH, 110
KOTOPOM MO>KHO OIPENETUTh TBOE MECTOIOJIOKEHHUE;
6. [Ipu perucrpannu B COLMATBLHON CETH HEOOXOAUMO HCIOIb30BaTh CIOKHBIE MTAPOJIH,
cocTosiue u3 OykB v UG U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE §;
7. 11t conmanbHOM ceTH, MOYTHl M IPYTUX CaiiTOB HEOOXOIMMO UCIIOJIb30BaTh pa3Hble MapoJIu.
Torna eciau Te6st B3IOMAIOT, TO 370YMBIIUIEHHUKH MOIy4YaT JOCTYI TOJIBKO K OTHOMY MECTY, a
HE BO BCE Cpasy.
JIeKTPOHHBbIE IeHbI' U

DNEeKTPOHHBIE IEHBTH - 3TO OUYEHb YAOOHBIN CIOCO0 TUIATEeKEH, OTHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPBIE XOTST MOIYYUTh ITH JICHBTH.

DNeKTpOHHBIE JEHBIY MOSIBUINCH COBCEM HEJJaBHO U HIMEHHO M3-3a 3TOT0 BO MHOTUX
rocy/apcTBax 0 CUX IMOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccuu sxe oHM GYHKIMOHUPYIOT M O HUX YK€ MPOMHCAHO B 3aKOHE, TJI€ UX pa3JessioT Ha
HECKOJIbKO BU/IOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3HuIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaeTcs MpOBOAUTH Onepauy 0e3 uIeHTU(PUKALUKU T0Ib30BaTeNs, a B
HEaHOHMMHBIX MJIEHTH(UKALINS T0JIb30BATEINS ABISETCS 0053aTEIbHOM.

Taxxe cnenyeT pa3nuyarh MEKTPOHHbIE (UATHBIE AEHBIU (PaBHbI TOCYAapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEQHUATHBIE IEHbI'H (HE paBHbBI TOCYJApPCTBEHHBIM BaJIIOTaM).

OcHoBHBIE COBETHI 110 0e30MacHOi padoTe ¢ 3JIEKTPOHHBIMM IeHbIAMM:
1. [TpuBsbku K cueTy MOOMIIbHBIN TeNePOoH. DTO caMblil yIOOHBIN U OBICTPBIN CIIOCO0



BOCCTAaHOBHUTH JOCTYI K cueTy. [IpuBsi3anHbIi TeneoH MOMOXKET, eciu 3a0yIelb CBOH
IJIATEKHBIN [1apOJIb UIIU 3alIe1Ib HA CAaUT C HE3HAKOMOI'O YCTPOMCTBA;
2. Ucnonb3yit oqHopasoBkie mapoiu. [locie nepexona Ha YCUICHHYIO aBTOPU3AIINIO Te0e yKe
He OyJeT yrpoXkarh OMacHOCTh KPaXKH WJIH MepexBaTa MIaTeKHOTO MapoJis;
3. BriOGepu cnoxHblit mapois. [Ipectynaukam Oyner He IpOCTO yrajaaTh CIO0KHBIN Mapoib.
Hanexxubie maposu - 3To napoiiu, KOTOPhIE COIepPKaT HE MEHEe 8 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, U(PHI U HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HaK J0Ju1apa,
¢dbyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;
4. He BBOAM CBOM JIMYHBIEC JAHHBIE HA CAMTaX, KOTOPHIM HE J0OBEPSCIIb.
DJIeKTPOHHAA MOYTA

DNEeKTpOHHAs II0YTa - 3TO TEXHOJIOTHSI U IIPEIOCTABIISIEMBIE €10 YCIIYTH 110 IIEPECHUIKE U
MOJIYYEHHUIO AJIEKTPOHHBIX COOOIIECHHIA, KOTOPBIE PACHIPEEISIOTCS B KOMIBIOTEPHON CETH.

OOBIYHO AIIEKTPOHHBIN MTOYTOBBIN SIIUK BBITJISITUT CIIETYIOIAM 00pa3oM:
uMs_TIOJIb30BaTeNss(@umMsl_noMeHa. Takke KpoMme rmepeaayu mpocToro TeKCTa, UMeeTCs
BO3MOXKHOCTh TepeaaBaTh (pailibl.

OcHoBHBIE COBETHI 10 0e30MacHOI padoTe ¢ 3TeKTPOHHON MOYTOIi:

1. Hago BeIOpaTh npaBuiIbHBINA OYTOBBIN cepBUC. B MHTEpHETE ecTh OTPOMHBII BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYUIE J0BEPSITh TEM, KOT'O 3HAEIIb U KTO IEPBbII B
peuTHHre;
2. He yka3bIBaii B TMYHOM MOYTe JIMYHYIO HH(pOopMaruio. Harmpumep, stydmie BEIOpaTh
"My3bIKabHbIN _(aHaT@" nan "pokx2013" Bmecto "Temal3";
3. Ucnonb3yit ABYX3TaNIHYIO aBTOPU3ALUI0. JTO KOTJa HOMUMO I1apOJIsl HY’KHO BBOAUTH KO/,
npuchUIaeMbiil o SMS;
4. Boibepu cnoxHbIN naposb. 1 KaKI0ro MOYTOBOTO AIUKA JOJKEH OBITh CBOM HAJCKHBIH,
YCTOWUYHMBBIN K B3JIOMY I1apOJIb;
5. Ecin ecTh BO3MOKHOCTB HalucaTh CaMOMY CBOM JIMYHBINA BONPOC, UCIIOIB3YH 3Ty
BO3MO>KHOCTb;
6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIil 17151 4acTHOM NMepenucKu ¢ agpecaTamu,
KOTOPBIM ThI IOBEPSAEIIb. DTO AIEKTPOHHBIN a/ipec HE HAJ0 UCIOJIb30BaTh IIPU PETUCTPALIUU Ha
dbopymax u caiftax;
7. He oTkpbiBaii (paiinel v Apyrue BIOKEHHS B MUCbMaX, JIa)e €CIM OHU MPUIILIA OT TBOUX
npy3ei. Jlydie yTouHu y HUX, OTIPABIISUIA JIH OHU Tebe 3T (aiiisbr;
8. ITocne okoHuaHMs pabOTHI Ha IOYTOBOM CEPBHUCE MEPE]] 3aKPHITHEM BKJIA/IKH C CAUTOM HE
3a0yap HaXxaTh Ha "Beriitn".
KuOepOy/uIHHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO

KubepOynnuar - mpecienoBanne coOOMEHUSIMH, COAEPKAIUMU OCKOPOJIEHHUS, arPEeCCHIO,
3alyTHBAHUE; XYJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C TOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBUCOB.

OcHoOBHBIE COBeTHI 10 0opble ¢ KNOepOyIIMHIOM:

1. He ©pocaiics B 60#. Jlydmuit cioco0: MOCOBETOBATHCS KakK ce0sl BECTH U, €CIIM HET TOTO, K
KOMY MO>KHO OOpaTUTHCS, TO BHAaYalle yCIIOKOUThCS. Eciu Thl HauHelb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle OOJIbIle pa30XiKellb KOH(IUKT;
2. Yopasnsaii cBoel kubeppernyranuei;
3. AHOHUMHOCTb B ceTd MHUMasl. CyIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;
4. He ctouT BecTH XyJUTaHCKHUI 00pa3 BUPTyallbHOU )U3HH. IHTepHET (hUKCUpyeT BCE TBOU



JIEHCTBUSI M COXPAHSIET UX. Y JAIUTh UX OyJeT KpaiiHe 3aTPYIHHUTEIBHO;

5. Cobmroiaii CBOXO BUPTYaIbHYIO YE€CTh CMOJIOY;

6. Urnopupyii ennHUYHbIA HeratuB. OJHOpPa30Bble OCKOPOUTENbHBIE COOOIICHNUS JIyUlIIe
UrHopupoBaTh. OOBIUHO arpeccusi IpeKpaliaeTcs Ha Ha4aJbHOU CTaauy;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B COIIMATTBHBIX CETIX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPaBKU COOOILEHUH C OMPEICICHHBIX aJpecoB;

8. Ecnu TbI cBUAETENh KNOEpOYsUIMHTa. TBOM AEWCTBUS: BHICTYIIUTH IPOTUB Mpecie1oBaTeNs,
[I0Ka3aTh €MY, YTO €ro JIEUCTBUS OLICHUBAIOTCS HETaTUBHO, MOAJIEPKATh )KEPTBY, KOTOPOI
HY>KHA TICUXOJIOTMYECKasi TOMOIIb, COOOIIUTH B3POCIIBIM O (haKTe arpeCCUBHOTO MOBEJCHUS B
CeTH.

MoOunbHbIi TesiedoH

CoBpemenHble cMapT(HOHBI U ITAHIIETHI COJIEpKaT B cebe BIOTHE B3POCIbIN (PyHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbloTepamMu. OJHaKO, CPENICTB
3aIUTHI AJI TOJI0OHBIX YCTPOMCTB MOKA OUYEHBb Mallo. TeCTUPOBAaHUE U MOUCK ySI3BUMOCTEH B
HUX MIPOUCXOTUT HE TaK MHTEHCUBHO, Kak a7 [1K, To ke camoe kacaercs 1 MOOUIIBHBIX
MIPUITOKEHU .

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPaKTUUECKH JIOTHAU HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacimupeHre QyHKIIMOHATA BIICYET 32 COO0H OOJIBIIYIO CII0KHOCTh M MEHBIITYIO
3alUIIEHHOCTb.

Jlanexo He Bce MPOM3BOIUTEINN BBITYCKAIOT OOHOBIICHHS, 3aKPBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /1JIs1 0€30MACHOCTH MOOMJIBLHOTO Tejied)oHa:
Hudero He siBnsieTcs mo-HacToseMy OecriaTHbIM. byib OCTOpoXeH, Bellb Korja Tede
npeiaraoT OecIIaTHIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH;
Jymaii, mpexae yem oTnpaButh SMS, $hoTo mim Buaeo. Tl TOUHO 3HACIIB, TJE OHU OYAYT B
KOHEYHOM uTOre?
Heo0xonrnMo 0OHOBIIATE ONEpallMOHHYIO CUCTEMY TBOEro cMapT(hoHa;
Hcnonp3yit aHTUBHPYCHBIE IPOTPaMMBbl JJ11 MOOMIIBHBIX TeNIe()OHOB;
He 3arpy:xaii npuiioxeHrs OT HEU3BECTHOI'O UCTOYHHKA, BE/Ib OHU MOTYT COIEpPkKaTh
BPEIOHOCHOE MPOrpaMMHOE 00€CIIeUeHHUE;
[Tocie Toro Kak Thl BBIMJCIIB C caiiTa, TJI€ BBOJWII JINYHYIO HH(OPMAIIUIO, 3aii11 B HACTPOUKH
Opaysepa u ynanu cookies;
[lepnonnuecku npoBepsiii, KaKue TUIATHBIE YCIYTH AKTUBUPOBAHbBI HA TBOEM HOMEPE;
Jagaii cBoii HOMep MOOMIBHOTO Tene(oHa TOIBKO JTOSIM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpsiCIIb;
Bluetooth nomken ObITh BBIKITIOUEH, KOT/Ia Tl KM HE MOJIb3yelbes. He 3a0biBait mHOT 1A
IIPOBEPSTH 3TO.
Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOUHbIE, 3aXBATHIBAIOIINE PA3BIICUCHUS,
00BEAMHSIIOIINE COTHH THICSY YEJIOBEK MO0 BceMy MUpPY. ITpOKHM HCCIEAYyIOT TaHHBIH UM MUD,
OOIIAIOTCS APYT C IPYTOM, BHIMOTHSIOT 3aJaHHsI, CPAKAIOTCS C MOHCTPAMH U MOJYYalOT OTIBIT.
3a yIOBOJIbCTBHE OHM IIATST: MOKYHAIOT AUCK, OTUIAYMBAIOT aDOHEMEHT WUJIH MPUOOPETAIOT
KaKHe-TO OMIUH.

Bce a1 cpecTBa nayT Ha MOJAEpKAHKUE U Pa3BUTHE UIPhI, @ TAK)KE HA caMy 0€301aCHOCTD:
COBEpUICHCTBYIOTCS CUCTEMBI aBTOPU3ALINHU, BBIITYCKAIOTCS HOBBIE AaT4X (LI POBLIE 3aIUIaTKH
JUISI IPOTPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.



B mono6HbIX UTpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPasku TBOETO
1aposisi, Ha KOTOPOM OCHOBaHAa CUCTEMA aBTOPU3AlMK OOJBIIMHCTBA UTP.

OcHoBHBIE COBETHI 10 0€30IIACHOCTH TBOEI0 UTPOBOI0 AKKAYHTA:
1. Ecnu apyroii UTpok BeeT ceds III0X0 UITH CO3AaeT Te0e HeNpUsATHOCTH, 3a0JIOKUPYH ero B
CIIUCKE UTPOKOB;
2. Iloxanylics aIMUHUCTPATOPAM UI'PhI HA IIJI0OXOE MOBEACHHUE 3TOI0 UTPOKA, KEIATEIBHO
MIPUJIOKUTH KAKHE-TO TOKA3aTeJIbCTBA B BUJE CKPUHOB;
3. He yka3wiBaii tnunyro nHdopManuio B mpodaiisie urpsl;
4. YBaxail Apyrux y4acTHUKOB 110 UTPE;
5. He ycranaBnuBaii HeO(UITUAIBHBIE TATYN U MOJIBI;
6. Mcnonp3yil ClI0KHbIE U pa3HbIe AapOJIH;
7. Jaxxe BO BpeMsl UT'PBl HE CTOUT OTKIIKOYaTh aHTUBUpPYC. I10Ka ThI Urpaenib, TBOM KOMIIBIOTED
MOTYT 3apa3UTh.
OUIIMHT WM KPaka JUYHBIX JaHHBIX

OOBIYHOM KpaXkel JeHeT U IOKYMEHTOB CETO/IHs YK€ HUKOIO He YJUBUIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 37I0YMBIIUIEHHUKU IEPEMECTHIIMNCH B UHTEPHET, U IPOJIOJIKAIOT
3aHUMATHCA ""MIOOUMBIM" HEJIOM.

Tak mosiBMIIack HOBas yrpo3a: HHTEPHET-MOIICHHHYECTBA WM (DUIIMHT, TIIaBHAS 1ENTb
KOTOPOT'O COCTOHUT B MOJyYCHUN KOH(HICHIINATIBHBIX JaHHBIX MTOJIb30BATEINCH - JIOTHHOB U
napoJeid. Ha anrnmiickom si3bike phishing untaercs kak ¢pummsar (ot fishing - ppiOHas n0BJIs,
password - mapoJs).

OcHoOBHBIE COBETHI 110 00pbL0E ¢ PUIMHTOM:
1. Cnenu 3a cBouM akkayHTOM. Eciiu ThI M0103peBaciiib, 4YTO TBOSI aHKETa Obljla B3JI0OMaHa, TO
HE00X01MMO 3a0JIOKUPOBATh €€ U COOOLIUTh aAMUHUCTPATOPaM pecypca 00 ITOM KaK MOXKHO
CKOpEE;
2. Ucnonb3yit OezomacHble BeO-CailThl, B TOM YHCIIe, UHTEPHET-Mara3uHoB U IIOUCKOBBIX
CHUCTEM;
3. Ucnonw3yit ciioxHbie U pa3Hbie apoiid. Takum 00pa3om, eciu TeOst B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKHU TOIy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;
4. Ecnu Te0s B310MaI, TO HEOOXO0AUMO MPEIYIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOpbIE
no6aBiieHb! y T€Os B IpY3bsIX, O TOM, YTO T€OS B3JIOMAJIU U, BO3MOXHO, OT TBOETO UMEHH OyeT
pacchlIaThes CIaM U CChUIKM Ha (PUITMHTOBBIE CATHI;
5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Mapos B Opaysepe;
7. He oTkpeIBaii haiiabl U Ipyrue BIOKEHUS B MUChMaX, Ta)Ke €CJIM OHU MIPHUIILIA OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIN JIX OHU Te0e 3T (aiiibl.
Hudposas penyrauus

[udposas penyraius - 3T0 HETaTUBHAs WM NO3UTUBHAsI UH(OpMaIUs B CETH O Tebe.
Komnpomerupyromas nHpopmMarus, pa3MerieHHas B UHTEPHETE, MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThbcs Ha TBOEH peasbHOM »xu3HU. "Lludposas penyranus” - 3T0 TBOI UMUK, KOTOPBINA
dopmupyercst u3 uHdopMalu o Tebe B MHTEPHETE.

TBoe MecTo XKHUTEIbCTBA, YUeObl, TBOE (PMHAHCOBOE MOJIOXKEHUE, 0COOEHHOCTH XapaKTepa U
paccka3bl 0 OJIU3KHUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue nopoCTKH JErKOMBICIEHHO OTHOCSTCS K MyOJIMKAIMK JTMYHON UHPOpPMAIIIH B
WuTepHeTe, HE MOHUMAsi BO3MOXHBIX MOCIeCTBUN. ThI 1axke HE CMOKENIb 10TaJaThCsl O TOM,
uyTto pororpadus, pazmerieHHas S €T Ha3al, CTala MPUUYUHON O0TKa3a MPUHATH TEOs Ha padoTy.



KommenTapun, pazmemenne TBoux ¢otorpaduil U Apyrue 1eMCcTBUS MOTYT HE HCUC3HYTh
Jla’ke TIOCJIe TOT0, KaK Thl X YAAJIHIIb. Thl HE 3HAaCIb, KTO COXPaHUJI 3Ty HHPOPMALIUIO, TTonaa
JIM OHA B TIOMCKOBBIE CHCTEMBI M COXPAHUIIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Tebe
OKPYKAFOIIHE JTIOAH, KOTOPhIC HAWAYT M YBUIAT 3T0. HaliT mHGOpMAIUIO MHOTO JIET CITYCTSI
CMOKET JIF000i1 - KaK U3 T0OpBIX TOOYKICHH, TaK U C HAMEPEHUEM NMPUIUHUTE BpeIl. ITO
MOJKET OBITh KTO YTOJIHO.

OcHoBHBIE COBeTHI 110 3a1uTe HM(pPOBOI penyTaumu:
1. [Tonymaii, mpesx/ie 4eM 4To-To MyOIMKOBaTh U NepeaBaTh y cedst B 010re UK B COLUAIBHON
CeTH;
2. B Hacrpoiikax npouis ycTaHOBU OTpaHUYEHUS Ha IPOCMOTP TBOETO MPOQHIIS U €ro
COJIEPKUMOTO, C/IeJIaidl €ro TOJIBKO "1t Apy3ei';
3. He pa3smemiait 1 He yka3biBail H”HGOPMAITUIO, KOTOPAst MOXKET KOT0-Ti00 OCKOPOISATh HIIN
00MKaTh.
ABTOpCKOE NPpaBo

CoBpeMeHHbIE IIKOJIbHUKY - aKTUBHBIE TOJIb30BaTeNd UG POBOro npoctpanctsa. O1HaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH LIU(PPOBOTO MUpa TpedyeT
COOJIOZICHHSI IPAB HA MHTEJUIEKTYAIbHYIO0 COOCTBEHHOCTb.

TepmuH "HHTENIEKTYanbHAsE COOCTBEHHOCTB'" OTHOCHTCS K PA3IMYHBIM TBOPCHUSIM
YeJIOBEYECKOr0 yMa, HaYMHAas ¢ HOBBIX M300PETCHHIA U 3HAKOB, 0003HAYAIOIINX COOCTBCHHOCTh
Ha TIPOAYKTHI U YCIYTH, ¥ 3aKaHYMBask KHUTaMH, poTorpadusMu, KHHOQUIBMAMH U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEUIEKTYAJIbHYI0 COOCTBEHHOCTDh Ha MPOU3BEICHHS
HayKH,

JUTEPATYyphl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B KAYECTBE TAPAHTHUU TOTO, UTO
MHTEJJIEKTYaIbHBIH/ TBOPUECKUN TPYA aBTOpa He OYJEeT HAMIPacCHbBIM, 1aCT €My CIIPaBeIJINBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysbTaTax CBOEro TPy, MONYUYUTh U3BECTHOCTh U MPU3HAHUE.

Huxkro 6e3 pa3pernieHus aBTopa He MOXKET BOCIIPOU3BOJIUTh €r0 MPOU3BEICHHE,
pacnpoCTpaHsATh, MyOJIMYHO JEMOHCTPUPOBATh, IPOJIaBaTh, UMIOPTHUPOBATh, IIyCKaTh B IIPOKAT,
yOJIMYHO UCTIONHSTD, OKa3bIBaTh/UCHIOIHATH B 3(hupe uin pa3memiats B lHTepHere.
Hcnonp3oBanue "mupaTckoro’ mporpaMMHOTO 0OECTICYEHHSI MOXKET MTPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JAAHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKHU TBOETO YCTPOMCTBA, T/Ie
yCTaHOBJIEHA HeJleraiabHas nmporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JieralbHbIE
u OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJe

CereBu4oK.p( - TBOH TJIaBHBIN COBETYHK B CETH. 3/1€Ch Thl MOXKEIITh y3HATh O O€30MacHOCTH B
CETHU TIOHSTHBIM H JIOCTYITHBIM SI3BIKOM, a IPU BOBHUKHOBEHUN KPUTUUYECKON CUTYyaITH
00paTUThCS 3a COBETOM. A TaKkKe MPUHATh ydacTHe B KOHKYpCax U CTaTh CaMbIM IIU(GPOBBIM
rpakJTaHUHOM!



